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(57) Abstract: 

PROBLEM TO BE SOLVED: To easily and securely carry 
out electronic commerce such as on-line shopping 
through the Internet by preventing secret information on 
a credit card number etc., from leaking. 

SOLUTION: Order data on an article etc., are sent from a 
user terminal 1-1 to the electronic commerce service 
provider device 1-6 through the Internet 1-5 and the 
electronic commerce provider device sends those data 
out to an electronic settlement authentication system 
1-7. The electronic settlement authentication system 
calls the user terminal back through a public telephone 
network 1-3 to receive secret information on a credit 
card number etc., directly from the user terminal 
through the public telephone network, sends the secret 
information to a credit card settlement system 1-9, and 
receives authentication result data on the credit card 
number etc., from the credit card settlement system and 
then sends the authentication result data to the 



electronic commerce service provider device. 
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* NOTICES * 

JPO and jNPIT are not responsible for any_ 

damages caused byT;h© use of IS IF translation, 

1This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2,**** shows the word which can not be translated, 
3.1n the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1]Send and receive data of electronic commerce technology via the Internet between a 
user terminal and an electromc-commerce-technology service provider device, In an electronic 
banking authentication system for electronic commerce technology which settles payment of 
this electronic commerce technology by a credit card transaction system, this electronic banking 
authentication system, If data of electronic commerce technology containing a user identifier is 
received from said etectronic"commerce~"technoiogy service provider device, A means which 
calls back a user terminal via a public network based on this user identifier, and carries out 
direct reception of the secrecy information of a user for electronic banking via this public 
network from a user terminal, A means to transmit secrecy information of a this user who 
received to a credit card transaction system, and to receive authentication result data about 
this user's secrecy information from a credit card transaction system, An electronic banking 
authentication system provided with a means to transmit this authentication result data to sard 
electronic-commerce-technology service provider device, 

[Claim 2]Said electronic banking authentication system sends and receives information via a 
public network of said user terminal, an ISDN circuit, or an analog telephone line, The electronic 
banking authentication system according to claim 1 provided with composition which sends and 
receives information data via said credit card transaction system, a dedicated line, or a digital 
data exchange. 

[Claim 3]The electronic banking authentication system comprising according to claim 1 or 2: 
A subscriber database storage parts store which memorizes subscriber information of a user 
who registered said electronic banking authentication system into this electronic banking 
authentication system beforehand, and an eiectronic-comrnerce-technoiogy service provider, 
A transaction database storage parts store which memorizes order data of electronic commerce 
technology sent and received between a user terminal and an electronic-commerce-technology 
service provider device. 

[Claim 4]A subscriber database storage parts store of said electronic banking authentication 
system, It has the composition which assigns and memorizes a respectively peculiar user 
identifier and an electronic-commerce-technology service provider identifier to each user and 
each electronic-commerce-technology service provider, An electronic banking authentication 
system of claim 1 thru/or 3, wherein said electronic banking authentication system has the 
composition which reads subscriber information of a user or an electronic-commerce-technology 
service provider from said subscriber database storage parts store by using those identifiers as 
a master key given in any 1 paragraph. 

[Claim 5]An electronic banking authentication system of claim 1 thru/or 4 given [ characterized 
by comprising the following ] in any 1 paragraph. 

Composition which a transaction database storage parts store of said electronic banking 
authentication system assigns a transaction identifier respectively peculiar to order data of each 
electronic commerce technology, and is memorized. 

A means by which said electronic banking authentication system notifies this transaction 
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identifier to said credit card transaction system and said electronic-comrnerce-technotogy 
service provider device. 

[a^n76]An electronicbanking authentication system comprisTng of claim 1 thru/or 5 given in 
any 1 paragraph; 

A means for said electronic banking authentication system to search this user's telephone 
number from a subscriber database storage parts store based on a user identifier transmitted 
from an electronic-commerce-technology service provider device, and to call back a user 
terminal via a public network by this telephone number, 

A means to send out an announcement including guidance which stimulates transmission of 
secrecy information of a user for electronic banking. 

A means which carries out reception maintenance of the secrecy information transmitted from a 
user terminal. 

[Claim 7]Said electronic banking authentication system is provided with a means to recognize 
whether a circuit to which a user terminal was connected is an ISDN circuit, or it is an analog, 
telephone line based on data of said subscriber database storage parts store, A means to call 
back said user terminal. When a circuit to which said user terminal was connected is an ISDN 
circuit, face a user terminal calling back, and when a circuit of said user terminal is busy, A 
queuing call or a call waiting call which waits for and calls a busy end is performed, The 
electronic banking authentication system according to claim 6 having the composition which 
performs a queuing call or a call waiting call which waits for and calls an end of an Internet 
connectivity of said user terminal when a circuit to which said user terminal was connected is an 
analog telephone line, 

[Claim 8]An eiectronic-commerce-technoiogy service provider device comprising: 
A means to provide a user terminal with a display screen for electronic commerce technology via 
the Internet, and to receive order data of electronic commerce technology with a user identifier 
from a user terminal. 

A means to transmit this user identifier and order data of electronic commerce technology to an 
electronic banking authentication system via the Internet. 

A means to receive said user identifier and authentication result information about said 
electronic commerce technology from said electronic banking authentication system. 
A means to transmit this authentication result information to said user terminal with a 
transaction identifier of order data of said electronic commerce technology. 



[Translation done.] 
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1This document has been translated by computer So the translation may not reflect the original 
precisely, 

2.**** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



DETAILED DESCRIPTION 

[Detailed Description of the Invention] 
[0001] 

[Field of the Invention]This invention relates to the electronic banking authentication system and 
electronic-oommerce-technology service provider devices in electronic commerce technology, 
such as on-line shopping by the Internet, 

[0002]The commercial on line service by the Internet spreads in recent years, and the 
opportunity for the individual secrecy information for electronic banking to be transmitted and 
received on the Internet is increasing. The individual secrecy information sent and received for 
electronic banking is protected safely, and construction of the system which can perform quick 
and simple electronic banking is demanded as use of the electronic commerce technology by 
such a commercial on line service increases. 

[0003]In onHine shopping, virtual Mall shopping, etc, by the Internet, for the user side, It is a 
system by which the secrecy information which secrecy information, including a credit card 
number etc. T was safely transmitted, and was transmitted is not misused by revealing, For the 
electronic-commerce-technology service provider side, It is important that the user who 
accessed electronic-commerceHtechnology service is the genuine person himself/herself of a 
commercial transaction, and it is a system by which the corroboration that there is no trouble in 
the payment of the price by the credit card number information etc. which were transmitted by 
the user is obtained. 
[0004] 

[Description of the Prior Art]When using the electromc-commerce-technology service by the 
Internet, transmission of secrecy information, including a credit card number etc., is required of a 
user in many cases at the time of the purchase of goods etc. Although the encoding technology 
and secret communication art of send data are used in transmission of secrecy information, 
under the present circumstances, the safety to secrecy information, can never say that it is 
enough only with those art, 

[0005]Because, since the information dispatch in the Internet goes via many and unspecified 
servers in which control machine Seki is not necessarily clear, there is a possibility that the 
surreptitious use improper use of the secrecy information may be carried out. Therefore, the 
following policies were conventionally taken about the treatment of secrecy information, 
including a credit card number etc., for example- 

[0006]A user beforehand secrecy information, including a credit card number etc., one of them to 
each electronic-commerce-technology service provider side. It is the method of transmitting the 
order data and the user name of electronic commerce technology, and performing electronic 
commerce technology, without transmitting by the Internet and other means of communication, 
registering, and transmitting secrecy information, including a credit card number etc., at the time 
of the electronic-commerce-technology service use by the Internet* 

[0007] However, by this method, when change is produced in a credit card number etc., that must 
be transmitted and notified to each registration destination electronic-commerce-technology 
service provider side. When merchandise purchase etc. are performed from two or more 
electronic-commerce-technoiogy service providers. Since secrecy information, including a credit 
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card number etc. must be registered, many parts distribute and secrecy information is kept to 
each electronic-commerceH;echnology service provider side, it is not desirable after the safety 

.to^mamtenance-jof-seoret^nanages - ■ — — ■ — 

[0008]Other methods include the method of transmitting secrecy information, including a credit 
card number etc, to the eiectronic-commerce-technology service provider side with a facsimile 
image at the time of the electronic-commerce-technology service use by the Internet, However, 
in this method, the document in which the credit card number was written down is outputted to 
the facsimile machine by the side of an eiectronic-commerce-technology service provider, and if 
that storage management is unsuitable, since a hard copy etc, can be performed easily, a 
possibility that secrecy information may be used unjustly will arise, 
[0009] 

[Problem(s) to be Solved by the Inventionlln electronic commerce technology, such as onHine 
shopping service by the Internet, a user transmits and purchases a credit card number etc, to 
finish settlement of a commodity price simple. However, in eiectronic-commerce-technology 
service to transmission of the secrecy information which went via the Internet, the measure 
against security is not thoroughgoing, and according to the Internet, The confirmation work of 
the electronic commerce data to trouble occurrences, such as an unjust claim by the multiplex 
claim by the procedure mistake by the side of an eiectronic-commerce-technology service 
provider, other users' wrongful act, etc., became complicated. 

[0010]When a user uses several different electronic-commerce-technology service providers, It 
is necessary to register information, including a credit card number etc, for every electronic- 
commerce-technology service provider conventionally. The eiectronic-commerce-technology 
service from the electronic-commerce-technology service provider which unified management of 
secrecy information cannot be performed and has not registered credit card number information 
etc. a priori could not be used, but was inconvenience. 

[001 1]In the efectronic-commerce-technology service by the Internet this invention prevents 
disclosure of secrecy information, including a credit card number etc., It aims at providing the 
electronic banking authentication system which can perform electronic commerce technology 
simple and safely without being able to perform maintenance and a check of electronic 
commerce data, and the user registering secrecy information, including a credit card number etc, 
beforehand, and an eiectronic-commerce-technology service provider device. 
[0012] 

[Means for Solving the Problem]An electronic banking authentication system of this invention 
sends and receives data of electronic commerce technology via the Internet between (1) user 
terminal and an ebctronic-commerce~1;echnofogy service provider device, In an electronic 
banking authentication system for electronic commerce technology which settles payment of ^ 
this electronic commerce technology by a credit card transaction system, this electronic banking 
authentication system, If data of electronic commerce technology containing a user identifier is 
received from said eiectronic-commerce-technology service provider device. A means which 
calls back a user terminal via a public network based on this user identifier, and carries out 
direct reception of the secrecy information of a user for electronic banking via this public 
network from a user terminal, A means to transmit secrecy information of a this user who 
received to a credit card transaction system, and to receive authentication result data about 
this user's secrecy information from a credit card transaction system, It has a means to transmit 
this authentication result data to said eiectronic-commerce-technology service provider device. 
[0013](2) — said electronic banking authentication system is provided with composition which 
sends and receives information via a public network of said user terminal, an ISDN circuit, or an 
analog telephone line, and sends and receives information data via said credit card transaction 
system, a dedicated line, or a digital data exchange. 

[0014](3) — said electronic banking authentication system with a subscriber database storage 
parts store which memorizes subscriber information of a user who registered with this electronic 
banking authentication system beforehand, and an electronic-commerce-technology service 
provider. It has a transaction database storage parts store which memorizes order data of 
electronic commerce technology sent and received between a user terminal and an electronic- 
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commerce-technology service provider device. 

[001S](4> — a subscriber database storage parts store of said electronic banking authentication 

isysifljii^JDas^ — 

identifier and an electronic-cornmerce-technotogy service provider identifier to each user and 
each electronic-commerce-technology service provider, Said electronic banking authentication 
system has the composition which reads subscriber information of a user or an electronic- 
commerce-technology service provider from said subscriber database storage parts store by 
using those identifiers as a master key. 

[0016](5) — a transaction database storage parts store of said electronic banking authentication 
system, Have the composition which assigns and memorizes a transaction identifier respectively 
peculiar to order data of each electronic commerce technology, and said electronic banking 
authentication system, It has a means to notify this transaction identifier to said credit card 
transaction system and said electronic-commerce-technology service provider device. 
[0017](6) — said electronic banking authentication system this user's telephone number from a 
subscriber database storage parts store based on a user identifier transmitted from an 
electronic-commerce-technology service provider device, [ search and ] It has a means to send 
out an announcement including a means to call back a user via a public network by this 
telephone number, and guidance which stimulates transmission of secrecy information of a user 
required for electronic banking, and a means which carries out reception maintenance of the 
secrecy information transmitted from a user terminal, 

[001 8](7) — said electronic banking authentication system a means to recognize whether a 
circuit to which a user terminal was connected is an ISDN circuit, or it is an analog telephone 
line based on data of said subscriber database storage parts store, [ provide with and ] A means 
to call back said user terminal, When a circuit to which said user terminal was connected is an 
ISDN circuit, face a user terminal calling back, and when a circuit of said user terminal is busy, A 
queuing call or a call waiting call which waits for and calls a busy end is performed, When a 
circuit to which said user terminal was connected is an analog telephone line, it has the 
composition which performs a queuing call or a call waiting call which waits for and calls an end 
of an Internet connectivity of said user terminal 

[0019]An electronic-commerce-technology service provider device of this invention Is 
characterized by comprising: 

(8) A means to provide a user terminal with a display screen for electronic commerce technology 
via the Internet, and to receive order data of electronic commerce technology with a user 
identifier from a user terminal. 

A means to transmit this user identifier and order data of electronic commerce technology to an 
electronic banking authentication system via the Internet 

A means to receive said user identifier and authentication result information about said 
electronic commerce technology from said electronic banking authentication system. 
A means to transmit a transaction identifier of order data of said electronic commerce 
technology for this authentication result information to said user terminal. 

[0020] 

[Embodiment of the Invent) on] D rawing 1 is an explanatory view of the electronic-commerce- 
technology service system of this invention. In the figure, a user's information~machines~and- 
equipment terminal and 1-2 1-1 The user's telephone terminal, ISDN or an analog telephone 
network, and 1-4 1-3 An Internet Service Provider device, As for an electromG-commerce- 
technology service provider device and 1-7, 1-5 is [ a dedicated line or a packet exchange 
network, and 1-9 ] credit card transaction systems an electronic banking authentication system 
and 1-8 an Internet communication network and 1-6. 

[0021]The information-machmes-and-equipment terminals 1-1 of a user's house are information 
processors, such as a personal computer, and are connected to ISDN or the analog telephone 
network 1-3 with the user's telephone terminal 1-2. Here, the information-machines-and- 
equipment terminal 1-1 and telephone terminal of a user's house constitute a user terminal 
[0022]It is connected to the Internet Service Provider device 1-4 via ISDN or the analog 
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telephone network 1~3 t and connects with the eiectronic-commerce-technology service provider 
device 1-6 via Internet communication network 1-5, and a user's information-machines-and- 

^.quipmetttJ^errtttaa^ 

[0023]The electronic-commerce-technology service provider device 1~6 r if the order data for 
the electronic commerce technology which provided the web page (homepage) for electronic 
commerce technology on the Internet, and was transmitted by the user is received, It connects 
with the electronic banking authentication system 1-7 via Internet communication network 1-5, 
and the request demand of the attestation is carried out at the electronic banking authentication 
system 1-7 for electronic commerce technology, 

[0024]The electronic banking authentication system 1-7 receives each authentication request 
demand from two or more electronic-commerce-technoiogy service provider devices 1-6, It has 
the function to perform attestation for electronic banking alone about a user, and functions as 
an authentication center intensively provided to two or more electronic-commerce-technology 
service providers. 

[0025]The electronic banking authentication system 1-7 calls back a user's telephone terminal 
1-2 via ISDN or the analog telephone network 1-3, Secrecy information, including a credit card 
number etc., is received via ISDN or the analog telephone network 1-3 from a user, The 
authentication center device 1-7 is connected to the credit card transaction system 1-9 via a 
dedicated line or the packet exchange network 1-8, While notifying the credit card number etc, 
which were received from the user to the credit card transaction system 1-9, the inquiry about 
the payment by the credit card number is performed, and it has a function which transmits the 
result to the electronic-commerce-technology service provider device 1-6. 
[0026]The credit card transaction system 1-9 is installed in a credit card company etc., Based 
on information, including the credit card number etc. which were notified from the electronic 
banking authentication system 1-7, and the amount information of electronic commerce 
technology, it checks [ which is depended on account draw down etc. 3 paying for no trouble, and 
has a function which transmits the result to the electronic banking authentication system 1-7, 
[0027]Thus, although transmission and reception of the data through ISDN or the analog 
telephone network 1-3, Internet communication network 1-5 and a dedicated line, or the packet 
exchange network 1-8 perform electronic banking attestation by this invention, Among these, 
simple Internet communication network 1-5 of operation is used for transmission and reception 
of the low information on privacy at transmission and reception of the high information on 
privacy using ISDN or the analog telephone network 1-3 and a dedicated line, or the packet 
exchange network 1-8. The above-mentioned packet exchange network may be a digital data 
exchange, 

[Q028liPrawing_2_ls a figure showing the principal part of the electronic banking authentication 
system o"f this invention. The switchboard part 2-3 provided with the subscriber database 
storage parts store 2-1 and the announcement machine 2-2 with which the electronic banking 
authentication system 2-10 holds a user's etc. subscriber information, It comprises the 
communication terminal part 2-5 provided with the transaction database storage parts store 2-4 
of electronic commerce technology which carries out order data maintenance, 
[0029]The switchboard part 2-3 calls back the user terminal 2-7 via ISDN or the analog 
telephone network 2-6, the announcement machine 2-2 — information (a user identifier) 
required for the amount billed and electronic banking The guidance which stimulates sending out 
of a credit card number etc. is sent out by synthesized speech, and it has the function to 
receive information required for electronic banking including the secrecy information, including a 
credit card number etc., transmitted by the PB signal etc. from the user terminal 2~7, 
[G030]About the credit card number etc, which were received, the switchboard part 2-3 
performs a notice and an inquiry to the credit card transaction system 2-9 via a dedicated line 
or the packet exchange network 2-8, and has a function which receives the answer result and is 
sent out to the communication terminal part 2-5. 

[0031 ]The communication terminal part 2-5 will transmit to the electronic-commerce- 
technology service provider (CSP) 2-12 via Internet communication network 2-11, if it is 
connected with the switchboard part 2-3 and the answer result from the credit card transaction 



http://www4jpdl,inpitgojp/cgi-bi 2008/04/15 



JP,200(M)76336 r A [DETAILED DESCRIPTION] 



5/9 ^— S? 



system 2-9 is received from the switchboard part 2-3. 

[0032]Thus it is connected to ISDN or the analog telephone network 2-6 and a dedi cated line, 

"oTt he pac ket excRange^^ 
switchboard part 2-3 ] and received via ISDN, the analog telephone network 2-6, a dedicated 

line, or the packet exchange network 2-8. 

[0033]It is connected to Internet communication network 2-1 1, and the communication terminal 
part 2-5 sends and receives the low information on privacy via Internet communication network 
2-11. What has a safety control enough since Internet communication goes via many and 
unspecified Internet Service Providers as this reason was mentioned above to the maintenance 
of secret of communication information is because it is hard to say. 

[0034]Since it is connected with a direct communication partner's transceiving equipment 
information is sent and received and any third parties other than a communications partner do 
not intervene, there are few dangers that communication information wilt flow out, and the 
communication which, on the other hand, passed only ISDN, the analog telephone network 
packet exchange network, or dedicated line which is a public network has the high degree of 

safe. 4 t 

[0035]By therefore, the electronic banking authentication system which installed the 
authentication center where only [ which deals with the communication information as which 
maintenance-of-secret strict observance is required in electron! c~oommerce~technology 
service ], or a small number was restricted, and was furnished to this authentication center. By 
considering secrecy information as the composition which carries out central control unitary, by 
having composition which uses a communications network properly according to the privacy of 
the information sent and received, this electronic banking authentication system can prevent 
decentralization and tapping of confidential information, and can build the reliable system to 
confidential information. t 
r0036XDrawing 3 is a functional block diagram of the electronic banking authentication system of 
this invention. As for the data communication part of a switchboard part, and 3-1 3 t in the figure, 
a switchboard part and 3-1 1 are [ a service control part and 3-15 ] subscriber database storage 
parts stores the input output section of a switchboard part, and 3-14 CPU of this switchboard 

part, and 3-12 3-1. , , , 

[003713-2 a communication terminal part and 3-21 CPU of this communication terminal part, and 
3-22 The data communication part of a communication terminal part, It is a transaction database 
storage parts store in which the input output section of a 3-23 communication-terminal part and 
3-24 hold a WWW (Word Wide Web) database storage parts store, and 3-25 holds order data. 
E0038]The data communication part 3-12 of a switchboard part calls back a user's telephone 
terminal via ISDN or an analog telephone network, Information, Including a credit card number 
etc., is received and a notice and an inquiry are performed to a credit card transaction system 
via a dedicated line or a packet exchange network about information, including the credit card 
number etc. which were received. It is connected to the input output section 3-23 of a 
communication terminal part, and mutual and the input output section 3-13 of a switchboard 
part has the data communications between the switchboard part 3-1 and the communication 
terminal part 3-2, and a data conversion feature for it 

[0039]The data communication part 3-22 of a communication terminal part is connected to an 
Internet communication network, The order data of the electronic commerce technology by the 
Internet is received from ah electronic-commerce-technology service provider, and the inquiry 
result information from a credit card transaction system, etc. are transmitted to an electronic- 
commerce-technology service provider. 

[004G]The subscriber database storage parts store 3-15 of a switchboard part memorizes as a 
database the subscriber information about each user who had the registry request beforehand, 
an electronic-commerce-technology service provider, and a credit card company. Therefore, 
although the user who demands electronic commerce technology needs to register subscriber 
information beforehand only to the subscriber database storage parts store 3-15 of this 
electronic banking authentication system, In order that it may perform properly the call-back 
from an electronic banking authentication system, it is the minimum Information for managing the 
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transaction data of electronic commerce technology, and there is no registering-beforehand- 

secrecy information, including credit card number etc., necessity. ^ 

15041]The WWW database storage parts store 3-24 or a communiTOtiofrtBimnansmV 



[0041 JThe WWW database storage parts store o « a w »»™ — <--■ 

Memorizing [ and ] the database for the web pages of the Internet, the transaction database 
storage parts store 3-25 holds transaction data, such as order data sent and received between 
the user and the etectronic-commerce-technology service provider. 

[0042]Drawing 4 is a figure showing the contents of the database storage parts store of the 
electrol^blnking authentication system of this invention. (B of (A) of a figure) of a subscriber 
database and a figure is a transaction database between a user and an electronic-commerce 
technology service provider. . 
[0043]The subscriber database of (A) of a figure memorizes the subscriber information in the 
form of a table for every user, electronic-commerce-technology service provider, and credit 
card company. About a user, they are memorized by a user identifier (ID), a name an address, a 
telephone number, service state, etc.. and about an electronic-commerce-technology serv.ce 
provider They are memorized by an electronic-commerce-technology serv.ce prov.der identifier 
(service ID), a company name, an address, a telephone number, service state, etc. and about a 
credit card company. Subscriber information, such as a credit card company identifier (credit ID), 
a company name, other addresses that omitted the graphic display, a telephone number, and a 
service state, is memorized. . , . _ 

[0044]a subscriber database carries out the hold stores of each user s circu.t class and class of 
service (for example, an ISDN circuit or an analog telephone line — moreover — subscribers 
line in which call waiting (call waiting) service is possible ****** — etc. " data). 
[0045]The transaction database of (B) of a figure, A transaction identifier (ID), an authenticate 
result, a credit card company identifier (credit ID), a user identifier (ID), an etectronic- 
commerce-technology service provider identifier (service ID), a trade name, the number, a price, 
etc. are memorized in the form of a table. , , 

[0046]Drawmg 5 thru/or drawing 7 are the explanatory views of the communication procedure of 
electroT^rmmerce-technology service of this invention. As first shown in ** of dmuS, • 
user using the information-machines-and-equipment term.nal 5-1 by an Internet connectivity. 
The order data about purchasing commodities, such as user ID, a trade name, and the number, is 
transmitted to the database section of WWW server 5-2 of an electronic-commeroe-technoiogy 
service provider (CSP) via an Internet Service Provider (ISP). 

[0047]Next, as shown in ** of drawing 6, WWW server 6-1 of an electronic-commerce- 
technoiogy service provider transmits the data of service ID, user ID, a trade name, the number, 
a price, etc. to the database section of the electronic banking authentication system 6-2 by an 

Internet connectivity. . . . 

[0048]The electronic banking authentication system 6-2 (in drawing_5, it is 5-3). The circuit 
class and class of service are searched from a subscriber database based on user ID, As shown 
in ** of drawing^, a user's telephone terminal 5-4 is called back by public network connection, 
and a useTtr^nsmits user ID and a credit card number from the telephone term.nal 5-4, as 

shown in **' of drawing 5. ^ , 

[0049]When useT^tenmina! 5-1,5-4 is connected by the ISDN circuit, here. Since the user used 
two circuits independently, connection has been maintained without cutting the Internet 
connectivity circuit of the above-mentioned **. It can answer with the telephone terminal 5-4 to 
the call-back from the electronic banking authentication system 5-3 to another circuit, and 
subsequent authentication service can be received. 

[0050]When user-terminal 5-1,5-4 is connected by the analog telephone line a user once cuts 
the Internet connectivity of the above-mentioned **. and the electronic banking authentication 
systern 5 _ 3 waits for cutt ,ng of this Internet connectivity, and performs the queuing call which 

calls a user's telephone terminal 5-4. . . 

[0051] Although the user of an analog telephone line makes it wait each other from the electronic 
banking authentication system 5-3, a call is answered and user ID and a credit card number are 
transmitted from the telephone terminal 5-4, the E-mail through the Internet will receive 
subsequent authentication service. 
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[0Q52]When the circuit to which user-terminal 5-1,5-4 was connected is an ISDN circuit and 
another circuit mentioned above is busy, The electronic banking authentication system 5-3 waits 
ToTcuttlng of the circuit of th^IhTernet connectivity oTflrelffi^^ 
circuit, and performs the queuing call which calls back a user's telephone terminal 5-4, 
[0053]When a user is a class of service which can receive a call waiting cal! (call waiting), It has 
maintained without the above-mentioned's having made it wait for the electronic banking 
authentication system 5-3 mutually, having performed the calf waiting call instead of the cell, and 
cutting the Internet connectivity circuit of the above-mentioned **, The call-back from the 
electronic banking authentication system 5-3 can be answered, and it can have composition 
which receives subsequent authentication service. 

[0054]Next, as shown in ** of drawing ,?,, the electronic banking authentication system 7-1 
transmits the data of transaction ID, user ID, a credit card number, a trade name, the number, 
etc. to credit card transaction System 7-2 via leased line connection or a packet exchange 
network 

[0O55]Credit card transaction System 7-2 transmits the data of service ID, user ID, an 
authentication result, etc. to the electronic banking authentication system 7-1 via leased line 
connection or a packet exchange network, as shown in ** of drawin&X 
[0056]Next r as shown in ** of drawi ng 6, the electronic banking authentication system 6-2 
transmits the data of transaction ID, user ID, an authentication result, credit card company ID, 
etc. to WWW server 6-1 of an electronic^commerceH:echnology service provider via an Internet 
connectivity. It may be made for the electronic banking authentication system 6-2 (in drawing^ 
it is 5-3) to announce an authentication result with a sound via a public network to a user's 
telephone terminal 5-4 simultaneously with this, as shown in **' of drawingJS. 
[0057]As finally shown in ** of drawing, 5, the detailed information and receipt of order data of 
electronic commerce technology are published with transaction ID via the Internet from WWW 
server 5-2 of an electronic-commerce-technology service provider. Therefore, the user can 
check the detailed contents which Include the authentication result of electronic commerce 
technology on the screen of a WWW browser promptly, 

[0058]Next, the electronic banking authentication system of this invention and the operation flow 
of an electronic-commerce-technology service provider device are explained with drawLngAand 
drawing 9. Drawing 8 is a flow chart of operation of the electronic-commerce-technology service 
provider device of this invention. Drawing, 9 > a flow chart of operation of the electronic banking 
authentication system of this invention. 

[0059]In Step 8-1 which shows drawing. 8„an electronic-commerce-technology service provider 
device, In [ when it comes to the start state of electronic-commerce-technology service of the 
Internet j Step 8-2, Merchandise purchase aiding pictures are displayed by a Web server, and in 
Step 8-3, if the basic information input of electronic commerce technology, such as user ID from 
a user, a telephone number, and a trade name of choice, is inputted into waiting and this basic 
information, in Step 8-4, basic information will be transmitted to an electronic banking 
authentication system. 

[0080]If basic information is received in Step 9-1 shown in drawing^ an electrons banking 
authentication system, It is investigated whether in Step 9~2, this user ID exists in a subscriber 
database storage parts store, If it exists, the telephone number of this user ID will be searched 
in Step 9-3, in Step 9-4, this user's circuit investigates an ISDN circuit or an analog telephone 
line, and if it is an ISDN circuit, in Step 9-5, it calls back with a registered telephone number. 
[0061]If a users circuit is an analog telephone line, the queuing call or cal! waiting (call waiting) 
call which waits for and calls a busy end in Step 9-6 will be performed. On the other hand, when 
are called back in the above-mentioned step 9-5 to the user of an ISDN circuit and it is during 
the conversation (busy), the queuing call or call waiting (call waiting) call which waits for and 
cads a busy end similarly in Step 9-6 is performed. 

[0062]If a user s response to a call-back is detected in Step 9-7, guidance with a sound will be 
announced in Step 9-8, and it will wait for the input of secrecy information, including a credit 
card number etc., in Step 9-9, If secrecy information, including a credit card number etc, is 
inputted, in Step 9-10, secrecy information and transaction ID, such as a credit card number, will 
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be transmitted to a credit card transaction system (credit company), and the authentication 
result will be received from a credit card transaction system. 

the authentication result of transaction ID and a credit card number will be transmitted to an 
eiectronic-commerce-technoiogy service provider device. When user ID does not exist in the 
above-mentioned step 9-2, the message which refuses the contents of reception in Step 9-12 is 
generated, and the message is transmitted to an electronic-commerce-technology service 
provider device by Step 9-11, 

[0064]If an electronic-commerce-technology service provider device receives an authentication 
result from an electronic banking authentication system, The normality of an authentication 
result is judged in Step 8-5 shown in drawing 8 t and if normal a screen display of ending [ which 
shows an authentication result to a user terminal in Step 8-6 ] with credit card attestation, and 
receipt issue, and the screen of transaction ID will be displayed, and it will end 
[0065]When an authentication result is abnormal in the judgment of the above-mentioned step 
8-5, in Step 8-7, the screen for which credit card attestation is improper is displayed, and it 
returns to the above-mentioned start step 8-1 in Step 8-8. 

[0066]Prawing 10 is a sequence chart of signal transmission and reception of electronic- 
commerce-technology service of this invention. In the figure, an Internet Service Provider and 
CSP of the subscriber exchange and ISP in which LS has accommodated the user are 
eiectronic-commerce-technoiogy service providers. 

[0067]It is connected via subscriber exchange (LS) by the ISDN circuit or analog telephone line 
which is a public network between a user and an Internet Service Provider (ISP) and between 
the authentication center and user having an electronic banking authentication system. 
[D068]It is connected by the Internet between an Internet Service Provider (ISP) and an 
electronic-commerce-technology service provider (CSP), and is connected by a dedicated line 
or the packet exchange network between an authentication center and the credit card company 
provided with the credit card transaction system. 

[0069]A user emits the call to an Internet Service Provider (ISP) to subscriber exchange (LS) 
(1CMX A user and an Internet Service Provider (ISP) are connected (10-2), and a user and an 
electronic-commerce-technology service provider (CSP) are connected via this user and an 
Internet Service Provider (ISP) (10-3). 

[0070]A user transmits transaction information, such as user ID and a trade name, to an 
eiectronic-commerce-technoiogy service provider (CSP) (10-4), and an eiectronic-commerce- 
technoiogy service provider (CSP) transmits those information to an authentication center (10- 
5), 

[0071] An authentication center finds out a users telephone number (TEL#) with a database from 
user ID (10-6), and transmits transaction ID to an electronic-commerce-technology service 

provider (CSP) (10-7). # i 

[0072]Since this transaction ID is transmitted to a user (10-8) and an authentication center calls 
back subscriber exchange (LS) in this user, call origination of the electronic-commerce- 
technology service provider (CSP) is carried out (10-9). 

[0073]It is connected via a public network between an authentication center and a user (10-10), 
Sending out an announcement so that an authentication center may input secrecy information, 
including credit card information etc., (10-1 1) a user inputs secrecy information, including 
transaction ID, user ID, credit card information, etc, with a telephone terminal (10-12). 
[0074]An authentication center registers into a database temporarily the secrecy information 
inputted by the telephone terminal (10-13), and cuts connection through the public network 
between users (10-14). An authentication center transmits secrecy information, including the 
credit card information etc. which were further inputted by the telephone terminal, to a credit 
card company, and is asked (10-15), and a credit card company transmits authentication results, 
such as this credit card information, to an authentication center (10-16). 

[0075]An authentication center transmits this authentication result to an eiectronic-commerce- 
technoiogy service provider (CSP) (10-17), An eiectronic-commerce-technoiogy service 
provider (CSP) transmits an attested [ credit card ] check certificate and a receipt with 

http://www4.tpdl.inpi^ 2008/04/15 



JP,2000-076336,A [DETAILED DESCRIPTION] 



9/9 ^— *s 



transaction ID based on this authentication result (10-18), A user logs out in response to it and 
demands cutting of connection with an Internet Service Provider (ISP) (10-1 9). 
-t0076lSu bscriber exchatiBg -fcSfrTgu ts t he oum re rtrorrwhidTpaw 
disconnect request from a user (10-20). An electronic-commerce-technology service provider 
(CSP) wii! ask a credit card company for the commodity price by this electronic commerce 
technology, and a credit card company will ask a user for the price. 

[0077] .... * 

[Effect of the Invention]As explained above, according to this invention, secrecy information, 
including a credit card number etc., is directly transmitted only to an electronic banking 
authentication system via a pubiic network from a user, By carrying out central control of the 
secrecy information, including this credit card number, to a credit card transaction system 
directly in question of 1 yuan in all by a dedicated line etc., this electronic banking authentication 
system Secrecy information, including credit card information etc., is not sent and received on 
the Internet, Since it is not necessary to raise the safety on the management to the outflow of 
secrecy information, etc. and and the user does not need to register credit card information etc. 
into each electronic-commerce-technology service provider beforehand, There is an advantage 
which can use on-line shopping isoelectric commercial transaction service immediately by 

simple operation. . . 

[0078]In order that an electronic banking authentication system may perform identification of the 
person himself/herself by calling back an electronlc-commerce-technology service user based 
on the subscriber information memorized by the database storage parts store, an electronic- 
commerce-technology service provider side and the user side — the person himself/herself — 
necessity of the special authentication device for identification cannot be carried out, but simple 
composition can perform identification of the person himself/herself, and trouble occurrences, 
such as an unjust request for the fee by a user's wrongful act etc., can be prevented. 
[0079]Since the validity of a user's credit card is notified from an electronic banking 
authentication system, the electronic-commerce-technology service provider device does not 
need to perform maintenance of a user's credit card information, and management, and can 
constitute a system simply. 

[0080]The transaction data about the electronic commerce technology exchanged between the 
user and the electronic-commerce-technoiogy service provider by attaching and managing an 
identifier in an electronic banking authentication system, A series of commo data of transmission 
and reception of electronic commerce data and secrecy information can be managed unitary in 
this electronic banking authentication system, the confirmation work at the time of generating of 
troubles, such as a wrong request, can become easy, and electronic-commerce-technology 
service reliability can be raised. 
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TECHNICAL FIELD ^ 

[Field of the Invention]This invention relates to the electronic banking authentication system and 
electronic-commerceHechnology service provider devices in electronic commerce technology, 
such as on-line shopping by the Internet 

[0002]The commercial on line service by the Internet spreads in recent years, and the 
opportunity for the individual secrecy information for electronic banking to be transmitted and 
received on the Internet Is increasing. The individual secrecy information sent and received for 
electronic banking is protected safely, and construction of the system which can perform quick 
and simple electronic banking is demanded as use of the electronic commerce technology by 
such a commercial on line service increases, 

[0003]In on-line shopping, virtual Mail shopping, etc, by the Internet for the user side, It is a 
system by which the secrecy information which secrecy information, including a credit card 
number etc. r was safely transmitted, and was transmitted is not misused by revealing, For the 
electronlc-commerce-teohnology service provider side, It is important that the user who 
accessed eiectronic-commerce-technology service is the genuine person himself/herself of a 
commercial transaction, and it is a system by which the corroboration that there is no trouble in 
the payment of the price by the credit card number information etc. which were transmitted by 
the user is obtained. 
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PRIOR ART 

[Description of the Prior Art]When using the electromc-commerce-technobgy service by the 
Internet, transmission of secrecy information, including a credit card number etc., is required of a 
user in many cases at the time of the purchase of goods etc. Although the encoding technology 
and secret communication art of send data are used in transmission of secrecy information, 
under the present circumstances, the safety to secrecy information can never say that it is 
enough only with those art. 

[0005]Because, since the information dispatch in the Internet goes via many and unspecified 
servers in which control machine Seki is not necessarily clear, there is a possibility that the 
surreptitious use improper use of the secrecy information may be carried out Therefore, the 
following policies were conventionally taken about the treatment of secrecy information, 
including a credit card number etc., for example. 

[0006]A user beforehand secrecy information, including a credit card number etc., one of them to 
each electronic~commerce"-technology service provider side. It is the method of transmitting the 
order data and the user name of electronic commerce technology, and performing electronic 
commerce technology, without transmitting by the Internet and other means of communication, 
registering, and transmitting secrecy information, including a credit card number etc., at the time 
of the eiectromc-commerce-~technology service use by the Internet 

[0007]However, by this method, when change is produced in a credit card number etc., that must 
be transmitted and notified to each registration destination e!ectronic-commerce-~technology 
service provider side, When merchandise purchase etc. are performed from two or more 
electronic-commerce-technoiogy service providers, Since secrecy information, including a credit 
card number etc., must be registered, many parts distribute and secrecy information is kept to 
each electromc-commerce-technology service provider side, it is not desirable after the safety 
to maintenance of secret manages. 

[0008]Other methods include the method of transmitting secrecy information, including a credit 
card number etc, to the electronfo-commerce-technoSogy service provider side with a facsimile 
image at the time of the electromc-commerce-technology service use by the Internet However, 
in this method, the document in which the credit card number was written down is outputted to 
the facsimile machine by the side of an electronic-commerce-technology service provider, and if 
that storage management is unsuitable, since a hard copy etc. can be performed easily, a 
possibility that secrecy information may be used unjustly will arise. 
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EFFECT OF THE INVENTION 



[Effect of the Invention]As explained above, in this invention, secrecy information, including a 
credit card number etc. is directly transmitted only to an electronic banking authentication 
system via a public network from a user, This electronic banking authentication system carries 
out centra! control of the secrecy information, including this credit card number, to a credit card 
transaction system directly in question of 1 yuan in all by a dedicated line etc. 
Therefore, secrecy information, including credit card information etc., is not sent and received on 
the Internet Since it is not necessary to raise the safety on the management to the outflow of 
secrecy information, etc. and and the user does not need to register credit card information etc. 
into each electronic-commerce-technology service provider beforehand, There is an advantage 
which can use on-fine shopping isoelectronic commercial transaction service immediately by 
simple operation. 

E0078]In order that an electronic banking authentication system may perform identification of the 
person himself/herself by calling back an electronic-commerce-technology service user based 
on the subscriber information memorized by the database storage parts store, an etectronic- 
commerce-technology service provider side and the user side — the person himself/herself ~ 
necessity of the special authentication device for identification cannot be carried out, but simple 
composition can perform identification of the person himself/herself, and trouble occurrences, 
such as an unjust request for the fee by a user's wrongful act etc., can be prevented, 
[0079]Since the validity of a user's credit card is notified from an electronic banking 
authentication system, the electronic-commerce-technology service provider device does not 
need to perform maintenance of a user's credit card information, and management, and can 
constitute a system simply. 

[0080]The transaction data about the electronic commerce technology exchanged between the 
user and the electronic-commerce-technology service provider by attaching and managing an 
identifier in an electronic banking authentication system, A series of commo data of transmission 
and reception of electronic commerce data and secrecy information can be managed unitary in 
this electronic banking authentication system, the confirmation work at the time of generating of 
troubles, such as a wrong request can become easy, and electronic-commerce-technology 
service reliability can be raised. 
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TECHNICAL PROBLEM 

[Probiem(s) to be Solved by the Invention]ln electronic commerce technology, such as on-line 
shopping service by the internet, a user transmits and purchases a. credit card number etc. to 
finish settlement of a commodity price simple. However, in electronic-commerce-technology 
service to transmission of the secrecy information which went via the Internet, the measure 
against security is not thoroughgoing, and according to the Internet, The confirmation work of 
the electronic commerce data to trouble occurrences, such as an unjust claim by the multiplex 
claim by the procedure mistake by the side of an electronic-commerce-technology service 
provider, other users' wrongful act, etc., became complicated. 

[Q0tO]When a user uses several different eiectronic-commerce-technotogy service providers, It 
j s necessary to register information, including a credit card number etc., for every electronic- 
commerce-technology service provider conventionally. The electronic-commerce-technology 
service from the electronic-commerce-technology service provider which unified management of 
secrecy information cannot be performed and has not registered credit card number information 
etc. a priori could not be used, but was inconvenience, 

[001 1]In the electronic-commerce-technology service by the Internet, this invention prevents 
disclosure of secrecy information, including a credit card number etc., It aims at providing the 
electronic banking authentication system which can perform electronic commerce technology 
simple and safely without being able to perform maintenance and a check of electronic 
commerce data, and the user registering secrecy information, including a credit card number etc., 
beforehand, and an electronic-commerceH:echnology service provider device. 
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MEANS 



[Means for Solving the Problem]An electronic banking authentication system of this invention 
sends and receives data of electronic commerce technology via the internet between (1) user 
terminal and an efectronic-commerce-technology service provider device, In an electronic 
banking authentication system for electronic commerce technology which settles payment of 
this electronic commerce technology by a credit card transaction system, this eiectronio banking 
authentication system, If data of electronic commerce technology containing a user identifier is 
received from said electron ic-commerce-technology service provider device, A means which 
calls back a user terminal via a public network based on this user identifier, and carries out 
direct reception of the secrecy information of a user for electronic banking via this public 
network from a user terminal, A means to transmit secrecy information of a this user who 
received to a credit card transaction system, and to receive authentication result data about 
this user's secrecy information from a credit card transaction, system, It has a means to transmit 
this authentication result data to said electronic-commerce-technology service provider device. 
[00133(2) — said electronic banking authentication system is provided with composition which 
sends and receives information via a public network of said user terminal, an ISDN circuit, or an 
analog telephone line, and sends and receives information data via said credit card transaction 
system, a dedicated line, or a digital data exchange. 

[0014](3) — said electronic banking authentication system with a subscriber database storage 
parts store which memorizes subscriber information of a user who registered with this electronic 
banking authentication system beforehand, and an eieotronic-cornmerce-technology service 
provider, It has a transaction database storage parts store which memorizes order data of 
electronic commerce technology sent and received between a user terminal and an electronic- 
commerce-technology service provider device, 

[00153(4) — a subscriber database storage parts store of said electronic banking authentication 
system, It has the composition which assigns and memorizes a respectively peculiar user 
identifier and an electronic- commerce-technology service provider identifier to each user and 
each electronic-commerce-technology service provider, Said electronic banking authentication 
system has the composition which reads subscriber information of a user or an electronic- 
commerce-technology service provider from said subscriber database storage parts store by 
using those identifiers as a master key, 

[0016](5) — a transaction database storage parts store of said electronic banking authentication 
system, Have the composition which assigns and memorizes a transaction identifier respectively 
peculiar to order data of each electronic commerce technology, and said electronic banking 
authentication system, It has a means to notify this transaction identifier to said credit card 
transaction system and said eiectronic-commerce-technology service provider device, 
[00173(6) — said electronic banking authentication system this user's telephone number from a 
subscriber database storage parts store based on a user identifier transmitted from an 
electronic-commerce-technoiogy service provider device, [ search and 3 It has a means to send 
out an announcement including a means to call back a user via a public network by this 
telephone number, and guidance which stimulates transmission of secrecy information of a user 
required for electronic banking, and a means which carries out reception maintenance of the 
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secrecy information transmitted from a user terminal. 

[0018](7) 1 — said electronic banking authentication system a means to recognize whether a 
ci£cuitJ:o~~wh ich-a^ser^ 

line based on data of said subscriber database storage parts store, [ provide with and 3 A means 
to call back said user terminal, When a circuit to which said user terminaf was connected is an 
ISDN circuit face a user terminal catling back, and when a circuit of said user terminal is busy, A 
queuing ca!i or a call waiting call which waits for and caiis a busy end is performed, When a 
circuit to which said user terminal was connected is an analog telephone line, it has the 
composition which performs a queuing cali or a call waiting call which waits for and calls an end 
of an Internet connectivity of said user terminal. 

[001 9] An electronic-commerce-technoiogy service provider device of this invention is 
characterized by comprising; 

(B) A means to provide a user terminal with a display screen for electronic commerce technology 
via the Internet, and to receive order data of electronic commerce technology with a user 
identifier from a user terminals 

A means to transmit this user identifier and order data of electronic commerce technology to an 
electronic banking authentication system via the Internet 

A means to receive said user identifier and authentication result information about said 
electronic commerce technology from said electronic banking authentication system, 
A means to transmit a transaction identifier of order data of said electronic commerce 
technology for this authentication result information to said user terminal 

[0020] 

[Embodiment of the InventionlD rawing 1 is an explanatory view of the electronic-commerce- 
technotogy service system of this invention. In the figure, a user's information-machines-and- 
equipment terminal and 1-2 1-1 The user's telephone terminal, ISDN or an analog telephone 
network, and 1-4 1~3 An internet Service Provider device, As for an electronic-commerce- 
technoiogy service provider device and 1-7, 1-5 is [ a dedicated line or a packet exchange 
network, and 1-9 ] credit card transaction systems an electronic banking authentication system 
and 1-8 an Internet communication network and 1-6. 

[0021]The information-machines-and-equipment terminals 1-1 of a user's house are information 
processors, such as a persona! computer, and are connected to ISDN or the analog telephone 
network 1-3 with the user's telephone terminal 1-2. Here, the information-machines-and- 
equipment terminal 1-1 and telephone terminal of a user's house constitute a user terminal 
[0G22]It is connected to the Internet Service Provider device 1-4 via ISDN or the analog 
telephone network 1-3, and connects with the electronic-commerce-technology service provider 
device 1-6 via Internet communication network 1-5, and a users information-machines-and- 
equipment terminal 1-1 transmits the data for electronic commerce technology. 
[GQ23]The electronic-commerce-technology service provider device 1-6, If the order data for 
the electronic commerce technology which provided the web page (homepage) for electronic 
commerce technology on the Internet, and was transmitted by the user is received, It connects 
with the electronic banking authentication system 1-7 via Internet communication network 1-5, 
and the request demand of the attestation is carried out at the electronic banking authentication 
system 1—7 for electronic commerce technology, 

[0024]The electronic banking authentication system 1-7 receives each authentication request 
demand from two or more electronic-commerce-technoiogy service provider devices 1-6, It has 
the function to perform attestation for electronic banking alone about a user, and functions as 
an authentication center intensively provided to two or more electronic-commerce-technology 
service providers. 

[0025]The electronic banking authentication system 1-7 calls back a user's telephone terminal 
1-2 via ISDN or the analog telephone network 1-3, Secrecy information, including a credit card 
number etc., is received via ISDN or the analog telephone network 1-3 from a user, The 
authentication center device 1-7 is connected to the credit card transaction system 1-9 via a 
dedicated line or the packet exchange network 1-8, While notifying the credit card number etc. 
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which were received from the user to the credit card transaction system 1~9, the inquiry about 
the payment by the credit card number is performed, and it has a function which transmits the 

xes.uitJ:a_the_eJe£;imn^ - 

[0026]The credit card transaction system 1-9 is installed in a credit card company etc., Based 
on information, including the credit card number etc, which were notified from the electronic 
banking authentication system 1-7, and the amount information of electronic commerce 
technology, it checks [ which is dep&nd&d on account draw down etc, ] paying for no trouble, and 
has a function which transmits the result to the electronic banking authentication system 1-7. 
[Q027]Thus, although transmission and reception of the data through ISDN or the analog 
telephone network 1-3, Internet communication network 1-5 and a dedicated line, or the packet 
exchange network 1-8 perform electronic banking attestation by this invention, Among these, 
simple Internet communication network 1-5 of operation is used for transmission and reception 
of the low information on privacy at transmission and reception of the high information on 
privacy using ISDN or the analog telephone network 1-3 and a dedicated Hne t or the packet 
exchange network 1-8. The above-mentioned packet exchange network may be a digital data 
exchange, 

[002 8] Drawing 2 is a figure showing the principal part of the electronic banking authentication 
system of this invention. The switchboard part 2-3 provided with the subscriber database 
storage parts store 2-1 and the announcement machine 2-2 with which the electronic banking 
authentication system 2-1 0 holds a user's etc. subscriber information, It comprises the 
communication terminal part 2-5 provided with the transaction database storage parts store 2-4 
of electronic commerce technology which carries out order data maintenance. 
[0029]The switchboard part 2-3 calls back the user terminal 2-7 via ISDN or the analog 
telephone network 2-6, the announcement machine 2-2 — information (a user identifier.) 
required for the amount billed and electronic banking The guidance which stimulates sending out 
of a credit card number etc, is sent out by synthesized speech, and it has the function to 
receive information required for electronic banking including the secrecy information, including a 
credit card number etc., transmitted by the PB signal etc, from the user terminal 2-7. 
[0030]About the credit card number etc. which were received, the switchboard part 2-3 
performs a notice and an inquiry to the credit card transaction system 2-9 via a dedicated line 
or the packet exchange network 2-8, and has a function which receives the answer result and is 
sent out to the communication terminal part 2—5, 

[0031]The communication terminal part 2^5 will transmit to the electronic-commerce- 
technology service provider (CSP) 2-12 via Internet communication network 2-11, if it is 
connected with the switchboard part 2-3 and the answer result from the credit card transaction 
system 2-9 is received from the switchboard part 2-3, 

[0032]Thus, it is connected to ISDN or the analog telephone network 2-6 and a dedicated line, 
or the packet exchange network 2-8, and the high information on privacy is sent [ the 
switchboard part 2-3 ] and received via ISDN, the analog telephone network 2-6, a dedicated 
line, or the packet exchange network 2-8. 

[0033]It is connected to Internet communication network 2-11, and the communication terminal 
part 2-5 sends and receives the low information on privacy via Internet communication network 
2-1 1. What has a safety control enough since Internet communication goes via many and 
unspecified Internet Service Providers as this reason was mentioned above to the maintenance 
of secret of communication information is because it is hard to say, 

[0034]Since it is connected with a direct communication partner's transceiving equipment, 
information is sent and received and any third parties other than a communications partner do 
not intervene, there are few dangers that communication information will flow out, and the 
communication which, on the other hand, passed only ISDN, the analog telephone network, 
packet exchange network, or dedicated line which is a public network has the high degree of 
safe, 

[0035]By therefore, the electronic banking authentication system which installed the 
authentication center where only [ which deals with the communication information as which 
maintenance~of~secret strict observance is required in electronic-commerce-tech no logy 
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service I or a small number was restricted, and was finished to this authentication center By 
considering secrecy information as the composition which carries out central control unitary, by 
haidngjcjmipx^ — . 
the information sent and received, this electronic banking authentication system can prevent 
decentralization and tapping of confidential information, and can build the reliable system to 
confidential information. 

[QQ36] Drawing 3 is a functional block diagram of the electronic banking authentication system of 
this invention. As for the data communication part of a switchboard part, and 3-1 3 f in the figure, 
a switchboard part and 3-1 1 are [ a service control part and 3-15 ] subscriber database storage 
parts stores the input output section of a switchboard part, and 3-14 CPU of this switchboard 
part, and 3-12 3-1, 

[0037]3-2 a communication terminal part and 3-21 CPU of this communication terminal part, and 
3-22 The data communication part of a communication terminal part, It is a transaction database 
storage parts store in which the input output section of a 3-23 communication-terminal part and 
3-24 hold a WWW (Word Wide Web) database storage parts store, and 3~25 holds order data, 
[0038]The data communication part 3-12 of a switchboard part calls back a user's telephone 
terminal via ISDN or an analog telephone network, Information, including a credit card number 
etc., is received and a notice and an inquiry are performed to a credit card transaction system 
via a dedicated fine or a packet exchange network about information, including the credit card 
number etc. which were received. It is connected to the input output section 3-23 of a 
communication terminal part, and mutual, and the input output section 3-13 of a switchboard 
part has the data communications between the switchboard part 3-1 and the communication 
terminal part 3^-2, and a data conversion feature for it 

[0039]The data communication part 3-22 of a communication terminal part is connected to an 
Internet communication network, The order data of the electronic commerce technology by the 
Internet is received from an electronic-commerce-technology service provider, and the inquiry 
result information from a credit card transaction system, etc. are transmitted to an electronic- 
commerce-technology service provider. 

[0040]The subscriber database storage parts store 3-15 of a switchboard part memorizes as a 
database the subscriber information about each user who had the registry request beforehand, 
an electronic-commerce-technology service provider, and a credit card company. Therefore, 
although the user who demands electronic commerce technology needs to register subscriber 
information beforehand only to the subscriber database storage parts store 3-15 of this 
electronic banking authentication system, In order that it may perform properly the catl-back 
from an electronic banking authentication system, it is the minimum information for managing the 
transaction data of electronic commerce technology, and there is no registering-beforehand- 
secrecy information, including credit card number etc., necessity. 
[0041]The WWW database storage parts store 3-24 of a communication terminal part, 
Memorizing [ and ] the database for the web pages of the Internet, the transaction database 
storage parts store 3-25 holds transaction data, such as order data sent and received between 
the user and the electronic-commerce-technology service provider. 

[0042]Drawing, 4 js a figure showing the contents of the database storage parts store of the 
electronic banking authentication system of this invention. (B of (A) of a figure) of a subscriber 
database and a figure is a transaction database between a user and an electronic-commerce- 
technology service provider. 

[0043]The subscriber database of (A) of a figure memorizes the subscriber information in the 
form of a table for every user, electronic-commerce-technology service provider, and credit 
card company. About a user, they are memorized by a user identifier (ID), a name, an address, a 
telephone number, service state, etc., and about an electronic-commerce-technology service 
provider. They are memorized by an electronic-commerce-technology service provider identifier 
(service ID), a company name, an address, a telephone number, service state, etc., and about a 
credit card company. Subscriber information, such as a credit card company identifier (credit ID), 
a company name, other addresses that omitted the graphic display, a telephone number, and a 
service state, is memorized. 
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[0044]a subscriber database carries out the hold stores of each user T s circuit class and class of 
service (for example, an ISDN circuit or an analog telephone line — moreover — subscriber's 

.lineJn^h.bh-ca]Lwai&^ ^?Mc** — eta — data! . . 

[0G45]The transaction database of (B) of a figure, A transaction identifier (ID), an authentication 
result, a credit card company identifier (credit ID), a user identifier (ID), an electronic- 
commerce-technology service provider identifier (service ID), a trade name, the number, a price, 
etc. are memorized in the form of a table. 

[0046] Drawing 5 thru/ or draw ing 7 are the explanatory views of the communication procedure of 
electronic-commerce-technology service of this invention. As first shown in #* of drawing 5, a 
user using the information-machines~and"~equipment terminal 5-1 by an Internet connectivity. 
The order data about purchasing commodities, such as user ID, a trade name, and the number, is 
transmitted to the database section of WWW server 5-2 of an electrontc-commerce-technology 
service provider (CSP) via an Internet Service Provider (ISP). 

[0047]Next, as shown in ** of drawing 6, WWW server 6-1 of an electronic-commerce- 
technology service provider transmits the data of service ID, user ID, a trade name, the number, 
a price, etc, to the database section of the electronic banking authentication system 6-2 by an 
Internet connectivity. 

[0048]The electronic banking authentication system 6-2 (in dra^rjgj>, it is 5~~3), The circuit 
class and class of service are searched from a subscriber database based on user ID, As shown 
in ** of dra^ingJS, a user s telephone terminal 5-4 is called back by public network connection, 
and a user transmits user ID and a credit card number from the telephone terminal 5-4, as 
shown in of drawing 5, 

[0049]When user-terminal 5-1,5-4 is connected by the ISDN circuit, here, Since the user used 
two circuits independently, connection has been maintained without cutting the Internet 
connectivity circuit of the above-mentioned **, It can answer with the telephone terminal 5-4 to 
the call-back from the electronic banking authentication system 5-3 to another circuit and 
subsequent authentication service can be received. 

[0050]When user-terminal 5-1,5-4 is connected by the analog telephone line, a user once cuts 
the Internet connectivity of the above-mentioned **, and the electronic banking authentication 
system 5-3 waits for cutting of this Internet connectivity, and performs the queuing call which 
calls a user's telephone terminal 5-4. 

[0051] Although the user of an analog telephone line makes it wait each other from the electronic 
banking authentication system 5-3, a call is answered and user ID and a credit card number are 
transmitted from the telephone terminal 5-4, the E-mail through the Internet will receive 
subsequent authentication service. 

[0052]When the circuit to which user-terminal 5-1,5-4 was connected is an ISDN circuit and 
another circuit mentioned above is busy, The electronic banking authentication system 5-3 waits 
for cutting of the circuit of the Internet connectivity of the aforementioned **, or another 
circuit, and performs the queuing call which calls back a user's telephone terminal 5-4. 
[0053]When a user is a class of service which can receive a call waiting call (call waiting), It has 
maintained without the above-mentioned's having made it wait for the electronic banking 
authentication system 5-3 mutually, having performed the call waiting call instead of the call, and 
cutting the Internet connectivity circuit of the above-mentioned The cail-back from the 
electronic banking authentication system 5-3 can be answered, and it can have composition 
which receives subsequent authentication service. 

[0054]Next, as shown in of drawing 7, the electronic banking authentication system 7-1 
transmits the data of transaction ID, user ID, a credit card number, a trade name, the number, 
etc, to credit card transaction System 7-2 via leased line connection or a packet exchange 
network. 

[0055]Credit card transaction System 7-2 transmits the data of service ID, user ID, an 
authentication result, etc. to the electronic banking authentication system 7-1 via leased line 
connection or a packet exchange network, as shown in of drawing 7. 
[0056]Next, as shown in ** of drawing, 8, the electronic banking authentication system 6-2 
transmits the data of transaction ID, user ID, an authentication result, credit card company ID, 
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etc. to WWW server 6-1 of an electronic-commerce-technology service provider via an Internet 
connectivity. It may be made for the electronic banking authentication system 6-2 (in drawing 5 r 
it is 5-3) to announce an authentication resu lt wi th a s ound via a public ne twork to a user's 
telephone terminal 5-4 simultaneously with this, as shown In of drawing 5. 
[0057]As finally shown in ** of drawing 5 , the detailed information and receipt of order data of 
electronic commerce technology are published with transaction ID via the Internet from WWW 
server 5-2 of an electronic-commerce^technology service provider Therefore, the user can 
check the detailed contents which include the authentication result of electronic commerce 
technology on the screen of a WWW browser promptly, 

[0058]Next, the electronic banking authentication system of this invention and the operation flow 
of an electronic-commerce-technoiogy service provider device are explained with drawing 8 and 
drawing 9 , Drawing 8 is a flow chart of operation of the electronic-commerce-technology service 
provider device of this invention. Drawing 9 is a flow chart of operation of the electronic banking 
authentication system of this invention, 

[0059]ln Step 8-1 which shows drawing 8 an electronic-commerce-technoiogy service provider 
device, In [ when it comes to the start state of electronic-commerce-technology service of the 
Internet ] Step 8-2, Merchandise purchase aiding pictures are displayed by a Web server, and in 
Step 8-3, if the basic information input of electronic commerce technology, such as user ID from 
a user, a telephone number, and a trade name of choice, is inputted into waiting and this basic 
information, in Step 8~4, basic information will be transmitted to an electronic banking 
authentication system, 

[0060]If basic information is received in Step 9-1 shown in drawing 9, an electronic banking 
authentication system, It is investigated whether in Step 9-2, this user ID exists in a subscriber 
database storage parts store, If it exists, the telephone number of this user ID wilt be searched 
in Step 9-3, in Step 9~4, this user's circuit investigates an ISDN circuit or an analog telephone 
line, and if it is an ISDN circuit, in Step 9-5, it calls back with a registered telephone number. 
[006*f]if a user s circuit is an analog telephone line, the queu'mg call or call waiting (call waiting) 
call which waits for and calls a busy end in Step 9-6 will be performed. On the other hand, when 
are called back in the above-mentioned step 9-5 to the user of an ISDN circuit and it is during 
the conversation (busy), the queuing call or call waiting (call waiting) call which waits for and 
calls a busy end similarly in Step 9-6 is performed. 

[0062]If a user's response to a call-back is detected in Step 9-7, guidance with a sound will be 
announced in Step 9-8, and it will watt for the input of secrecy information, including a credit 
card number etc, in Step 9-9. If secrecy information, including a credit card number etc, is 
inputted, in Step 9-10, secrecy information and transaction ID, such as a credit card number, will 
be transmitted to a credit card transaction system (credit company), and the authentication 
result will be received from a credit card transaction system, 

[0063]if an authentication result is received from a credit card transaction system, in Step 9-11, 
the authentication result of transaction ID and a credit card number will be transmitted to an 
electronic-commerce-technoiogy service provider device. When user ID does not exist in the 
above-mentioned step 9-2, the message which refuses the contents of reception in Step 9-12 is 
generated, and the message is transmitted to an electronic-commerce-technoiogy service 
provider device by Step 9-1 1 . 

[0064]If an electronic-commerce-technoiogy service provider device receives an authentication 
result from an electronic banking authentication system, The normality of an authentication 
result is judged in Step 8-5 shown in drawing^, and if normal, a screen display of ending [ which 
shows an authentication result to a user terminal in Step 8-6 3 with credit card attestation, and 
receipt issue, and the screen of transaction ID will be displayed, and it will end, 
[0065]When an authentication result is abnormal in the judgment of the above-mentioned step 
8-5, in Step 8-7, the screen for which credit card attestation is improper is displayed, and it 
returns to the above-mentioned start step 8~1 in Step 8-8, 

[0066]DraM^^...1Q.J^ a sequence chart of signal transmission and reception of electronic- 
commerce-technology service of this invention. In the figure, an Internet Service Provider and 
CSP of the subscriber exchange and ISP in which LS has accommodated the user are 
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electronic-~commeroe-techno]ogy service providers. 

[0067]!t is connected via subscriber exchange (LS) by the ISDN circuit or analog telephone line 
which is a p ublic n etwork between a user and an internet Service Provider (ISP) and between 
the authentication center and user having an electronic banking authentication system, 
[0068]It is connected by the Internet between an Internet Service Provider (ISP) and an 
electronic-commerce~~technology service provider (CSP), and is connected by a dedicated line 
or the packet exchange network between an authentication center and the credit card company 
provided with the credit card transaction system, 

[0069]A user emits the call to an Internet Service Provider (ISP) to subscriber exchange (LS) 
(10~1), A user and an Internet Service Provider (ISP) are connected (10-2), and a user and an 
electronic-comrnerce-technoSogy service provider (CSP) are connected via this user and an 
Internet Service Provider (ISP) (10-3X 

[0070]A user transmits transaction information, such as user ID and a trade name r to an 
electronic-commerce-technology service provider (CSP) (10-4), and an electronic-commerce- 
technology service provider (CSP) transmits those information to an authentication center (10- 
5). 

[0071 ]An authentication center finds out a user's telephone number (TEL#) with a database from 
user ID (10~6), and transmits transaction ID to an electronic-comrnerce-technology service 
provider (CSP) (10-7). 

[0072]Since this transaction ID is transmitted to a user (10-8) and an authentication center calls 
back subscriber exchange (LS) in this user, call origination of the electronic-commerce- 
technology service provider (CSP) is carried out (10-9), 

[0073]It is connected via a public network between an authentication center and a user (10-10), 
Sending out an announcement so that an authentication center may input secrecy information, 
Including credit card Information etc, (10-11) a user inputs secrecy information, including 
transaction ID, user ID, credit card information, etc, with a telephone terminal (10-12). 
[0074]An authentication center registers Into a database temporarily the secrecy information 
inputted by the telephone terminal (10-13), and cuts connection through the public network 
between users (10-14), An authentication center transmits secrecy information, including the 
credit card information etc. which were further inputted by the telephone terminal, to a credit 
card company, and is asked (10-15), and a credit card company transmits authentication results, 
such as this credit card information, to an authentication center (10-16). 

[0075]An authentication center transmits this authentication result to an electronic-commerce- 
technology service provider (CSP) (10—1 7), An electronic-commerce-technology service 
provider (CSP) transmits an attested [ credit card ] check certificate and a receipt with 
transaction ID based on this authentication result (10-1 8), A user logs out in response to it, and 
demands cutting of connection with an Internet Service Provider (ISP) (10-19). 
[0076]Subscriber exchange (LS) cuts the connection which passed the public network by the 
disconnect request from a user (10-20), An electronic-commerce-technology service provider 
(CSP) will ask a credit card company for the commodity price by this electronic commerce 
technology, and a credit card company will ask a user for the price. 
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* NOTICES * 

JPO and INP I T are not respons i b I e for any 

damages caused by the use of this translation, 

LThis document has been translated by computer So the translation may not reflect the original 
precisely. 

2.**** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing .Ijlt is an explanatory view of the electronic-commerce-technoiogy service system of 
this invention, 

iPl&MDM, is a figure showing the principal part of the electronic banking authentication 
system of this invention. 

[Drawing 3] It is a functional block diagram of the electronic banking authentication system of 
this invention, 

[D rawi ng 4]it is a figure showing the contents of the database storage parts store of the 
electronic banking authentication system of this invention. 

[ Drawing 5] It is an explanatory view of the communication procedure of electronic-commerce- 
technology service of this invention, 

[ Draw ing 6]lt is an explanatory view of the communication procedure of eiectronic-cornmerce- 
technology service of this invention. 

[Drawing 7]it is an explanatory view of the communication procedure of electronic-commerce- 
technology service of this invention, 

.[Px^vyjEI„8l^ ^ s a fl° w chart of operation of the electronic-comrnerce-technology service 
provider device of this invention. 

C!2r3M0.&J?Ift a flow chart of operation of the electronic banking authentication system of this 
invention. 

[Pl§wj,0gJ.0]It is a sequence chart of signal transmission and reception of electrontc-cornmerce- 
technology service of this invention. 
[Description of Notations] 

1-1 A user's information-machines-and-equipment terminal 

1-2 The user's telephone terminal 

1-3 ISDN or an analog telephone network 

1-4 Internet Service Provider device 

1-5 Internet communication network 

1-6 Electronic-commerce-technology service provider device 

1-7 Electronic banking authentication system 

1-8 A dedicated line or a packet exchange network 

1-9 Credit card transaction system 



[Translation done.] 
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